Appendix 2 - Risk Prioritisation Matrix

4
V. Likely
>
d
®) 3
© | Likely
®)
o
—
ol
S| uni
Unlikely
o
o
<
O 1
A\ | Remote
-l
Scale - ; -
Low Medium High Major
Impact/Severity
15-16 Red V. high risk
12-14 Red High risk
7-11 Amber Medium risk
1-6 Green Low risk
Likelihood/Probability Criteria
FACTOR SCALE THREATS - DESCRIPTION INDICATORS
Regular occurrence
More than 75% chance of )

Very likely 4 occurrence Circumstances frequently
encountered -
daily/weekly/monthly
Likely to happen at some point

Likel 40% - 75% chance of | Withinthe next 1-2 years

ikely
3 occurrence Circumstances occasionally
encountered (few times a year)
. 10% - 40% chance of | Only likely to happen 3 or more
Unlikely 2 occurrence years
Less than 10% chance of | Has happened rarely/never
Remote ! occurrence before




Impact/Severity Criteria

Scal . Embarrassment/repu Personal privacy | Failure to provide | Financial Effect on Project
Factor Effect on Service . Personal Safety - . N
e tation infringement statutory duties/meet Objectives/
legal obligations Schedule Deadlines
Adverse and persistent Costing over £500,000 | Complete failure of
national media project/ extreme delay
coverage — 3 months or more
Major loss of _ service, Adverse central o All personal  details Litigation/claimsffines
. including several important | government response, | Death of an individual . from Departmental
Major 4 . b . compromised/
areas of service and /or | involving (threat of) | or several people revealed £250k +
protracted period. removal of delegated Corporate £500k +
Service Disruption 5+ Days | powers
Officer(s) and/or
Members forced to
resign
Adverse publicity in
professional/municipal Costing between | Significant impact on
Complete loss of an | press, affecting Litigation/claims/fines £50,000 and £500,000 | project or most of
important service area for a | perception/standing in Maior iniurv to  an Many individual | from expected benefits fail/
High 3 short period professional/local in d{vi duaIJ 03; several personal details | Departmental £50k to major delay - 2-3
9 Major effect to services in | government cople compromised/ £125k months
one or more areas for a | community peop revealed Corporate £100k to
period of weeks Adverse local publicity £250k
Service Disruption 3-5Days | of a major and
persistent nature
Major effect to an important | Adverse local publicity I - Costing between | Adverse effect on
. 8 - Lo Litigation/claims/fines ; S
service area for a short | /local public opinion s - Some individual f | £5,000 and £50,000 project/ significant
h period aware .ed\./e.;e Imjury o anl personal details ggn:( EDipartmenta slippage — 3 weeks-2
Medium 2 Adverse effect to services in | Statutory prosecution individual - or - severa compromised/ Sk 1o £50 months
; people Corporate  £50k to
one or more areas for a | of a non-serious revealed
f £100k
period of weeks nature
Service Disruption 2-3 Days
Contained within Litigation/claims/fines
Brief disruption of important | section/Unit or | Minor injury or | Isolated individual 9 Costing less than | Minimal impact to
. - . .| from Departmental - .
Low 1 service area Directorate discomfort to an | personal detail £12K to £25K £5,000 project/ slight delay
Significant effect to non- | Complaint from | individual or several | compromised/ less than 2 weeks
) . T Corporate  £25k to
crucial service area individual/small group, | people revealed £50k

Service Disruption 1Day

of arguable merit




